Building Autonomous IT on Your ITSM Foundation
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Organizafional Capabilify
Phase |: "Activate core service desk workflows & use data to identify and prioritize top support drivers"
Phase II: "Deliver Al-powered omni-channel support & automate repetitive tasks for higher-value work"

Phase lll "Optimize IT operations through improved endpoint experience & enable self-resolution with minimal human input"

Phase |: INSIGHT

Phase | (Insight): Digitized service delivery + clarity on where to automate

What Success Looks like

Phase Il (Automation): Al-assisted workflows + reduced manual effort + readiness for agents
Phase Il (Autonomy): Al agents resolving issues with minimal human input + continuous improvement

1. PLATFORM & DATA FOUNDATION

Why: Establish the data backbone that powers everything - Al
automation, and analytics all depend on clean connecfed data

Al Plaiferm Feundation

- Organizations, Locations, Groups, Users/Roles
- Active Directory [LDAP, 550)
- Now Assist Admin Console - infro to Al [PRO]

Al Readiness (Infroduction)

- Al Platform Overview
- Data Quality Assessment
- Al Governance Awareness

CMDEBE Foundation

- Logical Cls [Business Processes, Contracts)
- Cl Classes & CSDM Guardrails

- |dentification & Reconciliation Rules

- CMDB 360 Workspace

Integration Foundation

- Endpoint Management Integrations (Intune, Jamf]
- Service Graph Connector - SCCM

2. WORKSPACE & USER EXPERIENCE

Why: Create unified experiences for employees and agents -
fragmented portals and fools kill adoption and hide insights.

Employee Experience (Employee Center)

- Taxonomy, Quick Links, Actions

- Record Producers

- Branding & Theme

- Employee Center Service Catalog
- "IT Help" Self Service

Agent Experience [ Service Operatlions Workspace (SOW)

- Landing Page Designer
- Form & List Configuration
- Role-Based Access Control

3. CORE ITSM WORKFLOWS

Why: Digitize and standardize how work flows through IT - this structured

data feeds everything that follows {analytics, Al, autom

Incident Management

- Incident Management SOW

- Setup Category and Subcategory

- Assignment Groups & On-call

- Schedules Incident Investigation Process Flows
- SLA Definitions

Problem Management

- Problem Management SOW Setup
- Problem-to-Incident Linking

- Known Error Database (KEDB)

- Basic Root Cause Documentation

Change Management

- Change Management SOW Setup (incl. CAB)

- OOTB Change Models (std, normal, emergency)
- Basic Change Governance [approvals, risk, conditions)
- Conflict Detection (mainfenance & blackout windows)

Request Management (Service Catalog)

- Service Catalog 5OW Setup

- Request SOW Sefup

- Standard Request & Approval Workflows
- Al Search [PRO]

Knowledge Management

- Knowledge Management SOW
- Setup Configure Knowledge Articles for Requests
- Knowledge-Centered Service (KCS) Basics

4. VISIBILITY [Light]

Why: You can't support what you can't see - endpoint visibility is the

foundation for proactive support and accurate impact

Endpoint Visibility
- Endpoint Management Data (via SCCM/Intune)

- Asset-to-User Relationships
- Basic Cl Health

5. REPORTING & ANALYTICS

Why: You can't autornate what yvou can’t measure - this is how you
identify where aufomation will have the biggest impact.

Performance Analytics Foundation

- OOTB ITSM Dashboards

- Top Support Drivers Reporting

- SLA Performance Tracking

- Self-Service Adoption Mefrics

- Knowledge Gap Analysis

- Assignment Group Workload Distribution

6. MOBILE [Optfional]

Why: Meet employees where they are - mobile self-service increases
adoption and deflects fickets before they're created.

Performance Analylics Foundation

- Mobile App Configuration
- Mobile Agent Experience
- Push Moftifications

ation).

analysis.

After completing Phase i you should be able to answer:

Phase |l: AUTOMATE

L

1. PLATFORM & DATA FOUNDATION

wWhy: Extend the data foundafion fo power Al - Knowledge Graph
connects data across workflows, enabling smarter recommendations

and automdation.

Knowledge Graph [PRO]

- Knowledge Graph Designer
- Knowledge Graph actfivation
- Workflow Data Fabric (foundation)

Data Quality Enhancement

- CMDB health improvements [based on Phase | insights)

- Cl relationship enrichment
- Service-to-asset mapping refinement

2. WORKSPACE & USER EXPERIENCE

Why: Meef employees wherever they are - omni-channel removes
friction and captures demand that previously went untracked.

Omni-Channel Experience

- Employee Portal [enhanced from Phase |)

- M5 Teams Integration
- Slack Integration
- Agent Chat & Dynamic Translation

Agent Experience (Enhanced 50OW) [PRO]

- Unified Workspace enhancements
- Sidebar & Chat for collaboration
- Cross-team visibility

3. CORE ITSM WORKFLOWS [Enhanced)]

Why: Layer infelligence onto digitized workflows - Al handles the roufine,

humans handle the exceptions.

Incident Management [Al-Assisted) [PRO]

-Automated Work Assignment [AWA)
- Incident Summarization

- Similar Incidents suggestions

- Resolution Note Generation

- SLA Explanation

Request Management (Al-Assisted)
- Intelligent Request Routing [PRO]

- Auto-fulfilment for standard requests
- Approval automation

Knowledge Management t (Al-Assisted) [PRO]

- Knowledge Generation from resolutions

- Article recommendations during incident work

- Knowledge gap identification

4. Al & AUTOMATION

Why: This is the core of Zero Touch - Al agents and skills deflect tickets,
accelerate resolution, and free hurmans for complex work.

Mow Assist Skills (Requestors) [FRO]

- Mow Assist Virftual Agent [VA)

- Now Assist Voice Agent

- Conversational self-service

- Intent detection & fopic routing

Now Assist Skills (Fulfillers) [FRO]
- Triage & Categorization [Agent)

- Investigation & Resolution guidance [Agent)

- Resolution Mote & Knowledge Generation (Skills)

- Incident Summarization [Skills)
- SLA Explanation [Agent)

Recommended Actions [PRO]

- Recommended Actions Engine

- Guidance-basad recommendations Field-based recommendations

- Playbook suggestions

Workflow Auvtemation [PROY

- How Designer ([enhanced workflows)
- Automated Work Assignment [AWA)

- Scheduled automations Event-triggered flows

5. VISIBILITY [Enhanced]

Why: Expand on Phase | visibility - deeper endpoint insights enable
proactive engagement and sef the foundation for self-healing

Enhanced Endpoint Visibility

- Expanded device telemetry

- Application performance visibility
- User-to-device-to-service mapping

6. DIGITAL END-USER EXPERIENCE (DEX

Why:Shift from reactive to proactive - see issues before users report them
and engage employees before they create tickets.

DEX Capabilities [FRO]

)

- DEX self-help and proactive engagement

- Proactive endpoint monitoring

- Employee sentiment fracking Self-healing friggers (foundation for Phase 1)

7. REPORTING & ANALYTICS [Enhanced]

Why: Measure automation effectiveness - track deflection, Al accuracy.,
and identify next automation candidates.

Autemation Performance [PRO]

- Virtual Agent deflection rates
- Al skill accuracy & feedback
- Self-service adoption trends

- Agent handle time impact

Continous Improvement [PRO+]

- Automation candidate identification

- Knowledge gap trends

- Repeat incident pattems

- Al recommendatfion acceptance rates

8. Al GOVERNANCE (Infroduction)

Why: As Al does more, governance matfers more - lay the foundation

for responsible Al that scales in Phase

Al Confrol Tower (Foundation) [PRO+]

- Al Discovery setup (Self Service)
- Playbooks (Self Service)

- Al usage visibility

- Baseline Al meftrics

9. SKU EXPANSIONS (When Ready) SAM & HAM

Why: Extend automation into asset lifecycle - reclaim unused software,
automaie hardware fulfilment, optimize spend..

Software Asset Management (ITAM 3KU) [PRO]

-Fulfill software requests ([automated)
- Software license checks

- Software reclamation workflows
-License compliance visibility

Hardware Asset Management (HAM 5KU) [FRO]

- Track & Manage Hardware requests
- Hardware lifecycle automation

- Procurement infegration

- Asset refresh workflows

.

Insight QGuestion

Enabled By

Incident categorization +
Reporting

What are my fop 10 incident
categories by volume#

Which requests are repefitive & Service Catalog analytics
high-volume?

What's my self-service adoption Selfservice meftrics

rate

Where are my knowledge KB gap analysis (incidents
gaps# without article matches)
Which assignment groups are  Worklood distribution
overoaded#? reporting

Am | meeting my SLAs# SLA Performance Tracking

Is my CMDB healthy encugh for CMDE 340 + Data Quality .

automation® Assessment
What incidents repeat for the Problem-to-Incident
same users/assefs? linking

Why It Matters for
Phase Il

Prioritize which workflows
to automate first

Candidates for Virtual
Agent deflection

Baseline to measure
auvtormation impact

Target content creation for
Al-assisted resolution

‘Focus automation on

bottlenecks

Identify where speed
improvements are needed

Alfautomation fails with
bad data

Candidates for proactive
remediation

Readiness Check List [Phase ]

O Team has been introduced to Al Platf

O Core ITSM workflows are live and generating data

O Employees have a single portal for IT help (EC)

O Agents have a unified workspace (SOW)

O Incident categories are consistent and meaningful

O Knowledge base has articles for top support drivers

o CMDB has endpoint data from integrations

O Dashboards show top support drivers clearly

O Self-service adoption baseline is established

O SLA performance baseline is established

O Data quality is sufficient for Al (assessed via CMDB 360)

orm capdbilities

Reduce Mean Time to Resolve Incidents by

24%

Reduce Incident volume by

28%

After completing Phase Il you should be able to answer:

Phase lll: AUTONOMY

(Phase I: "Digitized incident, problem & chan

Phase II: "Deliver full IT estate visibility & intelligent Service Graph, automating incident detection and accelerating resolution

man

Organizational Capability
ment *« Knowledge b nd i

Phase lll "Deploy Al-driven automation & self-healing to prevent outages and eliminate service disruptions”

What Success Looks like

FPhase | (Insight): See your estate, detect issues, respond with structure

Phase Il (Automation): Al reduces noise, accelerates response, prevents self-inflicted outages
Phase lll (Autonomy): Al agents predict and prevent outages with human oversight

Phase |: INSIGHT

1. PLATFORM & DATA FOUNDATION (Autonomous)

Why: Al agents are only as good as the data they access - Workflow
Data Fabric enables cross-domain inteligence for autonomous
decision-making.

Workflow Data Fabric (Full) [PRO+]

- Cross-workflow data connections
- Real-time data access for agents
- Decision context enfchment

MNow Assist Data Kit [FRO+]

- Create & Configure skills
- Custom skill development
- Skill performance tuning

Data Quality (Confinuous) [FRO+]

- Automated data guality monitoring
- Self-comecting data workflows
- Al-driven data enrichment

2. WORKSPACE & USER EXPERIENCE (Autonomous)
Why: In autonomy, the workspace shifts from "where work happens” to

"where humans oversee Autonomous Agenfs” - fransparency.
governance and conirol become critical.

Employee Experience (Al-First) [FRO+]

- Al-driven personalized portal
- Predictive self-service [anficipate needs)
- Proactive nofifications & resolutions

Agent Experience {Oversight Mode) [FRO+]

- Al agent activity dashboard

- Human overide conftrols

- Exception queve management
- Escalation monitoring

3. CORE WORKFLOWS (Autonomous)

Why: Woarkflows shift from human-executed to Al-executed with human
oversight - the goal is resolution without human touch for routine issues.

Incident Management (Autonomous) [FRO+]

- End-to-end incident resolution (Al agents)

- Autoresolution for known pattermns

- Human escalation understanding for exceptions
- Resolution verification & closure

Request Management (Auvtenomous) [PRO+]

- Full auto-fulfilment for standard requests

- Lero-touch provisioning

- Autonomous approval for low-risk requests
- Self-service complefion tracking

Knowledge Management t (Self-improving) [PRO+]
- Auto-generated knowledge from resolutions
- Al-curated article improvements

- Knowledge accuracy scoring
- Continuous content optimization

Problem Management (Predictive) [PRO+]

- Al-Hdentified problem patterns

- Proactive problem creation from frends
- Automated root cause suggestions

- Preventive action recommendations

4. Al AGENTS & SKILLS (Full Autonomy)

Why: This is the heart of Zero Touch - Al agents with specific skills resolve
issues end-fo-end, learning and improving continuously.

Al Agent Studio [FRO+]

- Ready-made Agents [[TSM)

- Agent Builder [custom agents)
- Al Agentic Activity monitoring
- Agent orchestration

Agentic Triage & Resolution[PRO+]

- Autonomous incident triage

- Investigation without the need for human input
- Resolution execution

- Verification & closure

Advanced Skills [PRO+]

- Multi-step resolution skills
- Cross-system action skills
- Decision-making skills

- Leamning & adaptation

Human-Al Collaboration [FRC+]

- Escalation protocols (when agents must stop)
- Human-in-the-loop checkpoints

- Confidence thresholds for autonomy

- Feedback loops for agent improvement

5. VISIBILITY (Predictive)

Why: Move from "see issues” to “predict issues” - visibility becomes
forward-looking, enabling prevention over reaction.

Predictive Endpoint Intelligence [FRO+]

- lssue prediction models

- Risk scoring for devices

- Proactive alerting (before failure)

- Trend-based maintenance friggers

PUser Experience Prediclion [FRO+]
- Employee friction prediction

- Sentiment trend analysis
- Proactive engagement friggers

4. DIGITAL END-USER EXPERIENCE (Auto-Healing)

Why:DEX moves from monitoring to acting - issues are defected AND
resolved automatically without user awareness.

DEX Auto-Headling [FRO]

- Proactive issue pravention

- Automated remediation actions

- Self-healing scripts & workflows

- Silent resolution (no user action neaded]

App & Asset Intelligence [FRO]

- Application health auto-comection
- Asset performance optimization

- Automated patching & updates

- Resource rebalancing

7. REPORTING & AMALYTICS (Auvtonomous Ops)

Why: Measure autonomous performance - how much is fruly zero-touch,
where do humans still intervene, and how is Al improving 8

Auvtenomous Perfermance Melrics [PRO+]

- lero-touch resolution rate

- Human intervention rate [& reasons)
- Al agent success/failure rates

- Mean time to gutonomous resolution

Confinous Improvement [PRO+|

- Automation candidate identification

- Knowledge gap trends

- Repeat incident pattems

- Al recommendation acceptance rates

Executive Dashbeoards [FRO]

- Autonomy maturity scorecard
- ROl on Al investments
- Human capacity reallocation metrics

8. Al GOVERNANCE (Full)

Why: With Al agents acting autonomously, governance is non-
negotiable - you need visibility, control, and compliance at scale..

Al Control Tower (Full} [FRO+]
- Al lifecycle management
- Enterprise Al strategy alignment

- Risk & compliance monitoring
- Al usage policies & enforcement

Agent Governance [PRO+]

- Agent permissions & boundaries
- Action audit trails
- Compliance verification Bias & faimess monitoring

Confinuous Oversight [PRO+]
- "Real-ime" Al performance monitoring
- Anomaly detection in agent behavior

- Automated governance alerts
- Periodic Al reviews & recertification [via Strategic Portfolio Management)

9. SKU EXPANSIONS (Full Value) SAM, HAM, SPM & Risk and Security

Why: Expand autfonomous capabilities into asset lifecycle, strategic
alignment, and risk management for enterprise-wide impact

Software Asset Management (Autonomous) (ITAM SKU) [FRO]

- Autonomous software reclamation
- Al-driven license optimization

- Predictive license needs

- Auto-compliance remediation

Hardware Asset Management [(Avtonomous) [FRO]

- Predictive hardware refresh

- Autonomous procurement friggers
- Lifecycle optimization

- Auto-End of Life workflows

Strategic Porifolic Management [PRO]
- Al Portfolio Strategies

- Enterprise Strategies alignment
- Investment prioritization (Al-assisted)

Risk and Security [PRO]
- Al-driven risk assessment

- Autonomous complionce checks
- Security posture automation

LEVERAGED FROM ZERO TOUCH PHASE I:
Console)

— Problem Management

— Al Platform Foundatfion (Orgs, Users, LDAP/550, Now Assist Admin

— CMDB Foundation (Cl classes, CSDM, ID & Reconciliation rules)

— Incident Management (SOW, categories. assignment, SLAs)

W, Problem-to-Incident linking, KEDB

— Change Management [SOW, change models, basic governance)

oy £ |

— Reporfing & Analytics Foundation {OCTB dashboards)

If not done, complete these first or in parallel.
Reference: Zero Touch Phase |

b

1. PLATFORM & DATA FOUNDATION

CMDEB from "what we have" to *how it's connected.

(Extended)
Why: Zero Outages requires deeper infrastructure data - you can't
prevent outages you can't see. Discovery and Service Mapping extend

A

CMDB Core (Extended) ITOM

- Define Cl classes, inheritance for infrastructure
- CSDM guardrails for operational Cls
- Validate |D, Reconciliation,

- Data Source rules CMDB 3460 Workspace (infrastructure focus)

Integration Foundation (Extended)

- Service Graph Connector - Microsoft SCCM
Nomualize SCCM hardware & software data

EAuin-prulu’ra CMDB with frusted endpoint details
Improve license reconciliation and SAM coverage

2. DISCOVERY [ITOM Visibility]

Why: Discovery is the foundation of Zero Outages - you need to know
what exists before you can monitor it, map it, or protect it from failure.

Discovery - Agenfless IP-Based

- Discovery Administrator Workspace
- Map IP ranges to schedules

- Classify hosts; detect SNMP network and storage devices

- Populate CMDB with Discovery pattemns

- Balance coverage across on-prem and cloud data centers

Discovery - Cloud [AWS / Azure / GCP)

- Discover cloud-native compute, network, and storage
- Capture dynamic topology and real-time relationships
- Normalize multi-cloud attributes into one CMDB model
- Support service maps, dashboards, and govemance

Service Graph Connectors

- Microsoft SCCM [if not done in Zero Touchy)
- Cloud provider connectors ([AWS, Azure, GCP)
- Third-party infrastructure connectors

3. SERVICE MAPPING [ITOM Visibility]

Why: Discovery shows what exists; Service Mapping shows how it
connects. Understanding service dependencies is critical forimpact

analysis and preventing cascading outages.

Service Mapping Foundation

- Service Mapping patterns and schedules

- Application service definitions

- Enfry point identification

- Upstream/downsiream dependency mapping

Service Map Visualization

-Service maps for critical business services

-Dashboard integration Govermnance and ownership assignment

4. WORKSPACE & USER EXPERIENCE (Operators) [ITSM] [ITOM]
Why: Operators need a unified view of infrastructure health

fragmented tools hide problems and slow response.

Operator Experience (Service Operations Workspace)

- Service Operations Workspace [SOW) for ITOM
- Unified operator console Alert and event visibility
- Infrastructure health dashboards

Agent Experience (Enhanced)
- Incident workspace (Ops-focused views

- Change workspace (Ops-focused views)
[(sEERr=Is ]
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5. MAJOR INCIDENT MANAGEMENT [IT5M]

Why: When services go down, every second counts. MIM is the
comerstone of Zero Outages - structured response reduces MTIR and

business impact.

On-Call & Escalation

- Setup On-Call schedules and rosters
- Escalation paths and policies

- Role definitions (Incident Commander, Comms Lead, etc.)

Communications

- Communication Plans & Templates

- Stakeholder notification workflows

- Status poge integration (if applicable)
- Bridge/war room protocols

Investigation & Response

- Investigation framework in SOW

- OOTB Ploybooks [Frocedural MIM Playbook)
- Incident fimeline fracking

- Workaround documentation

Post Incident Review

- Post Incident Review process [manual documentation)
- Root couse capture

- Action item tracking

- Knowledge article creation [manual)

SR TR

6. CHANGE MANAGEMENT (Ops-Enhanced) [IT5M]

Change Process

- Change models for infrastructure changes
- CAB process for high-risk changes
- Conflict detection [maintenance & blackout windows)

- Change-to-Cl impact visibility Basic change risk assessment

Change Visibility

-Change calendar [Ops view)
- Upcoming change awareness for Ops feams
- Change freeze/blackout enforcement

7. PROBLEM MANAGEMENT (Ops-Enhanced) [IT5M]

Why: Outages repeat when root causes aren't addressed. Problem
anagement closes the loop from incident to prevention.

Problem Process

- Infrastructure problem patterns

- Root cause documentation [Ops focus)

- Known Error DB (infrastructure entries)

- Problem-to-Incident linking Workaround documentation

8. EVENT MANAGEMENT [ITOM Heallh)

Why: Events are the early waming system for outages -
normalizing, and comrelating events is how you detect issues before they

become incidents..

capturing,

Event Management Foundation

- Define event ingestion strategy

- Normalize and classify events

- Configure event rules & transformations
- Setup Alert Management

-Build operator workflows

-Vdlidate alert & Cl linkage

Alert Management

-Alert comelation rules
-Alert-to-Incident creatfion rules
-Alert prioritization

-Noise reduction (foundation)

9. REPORTING & ANALYTICS (Ops) [Platform] [ITOM]

Why: You can't prevent outages you can't measure - operational
dashboards reveal pattems, bottlenecks, and early warning signs.

Operational Dashboards

- Infrastructure health overview
- Alert volume and frends
- Event-to-Incident comelation rates

(-Change success/failure rafes )

Outage Analysis

- Top outage causes

- Repeat incident patterns

- Cl-based incident clustering

- Business service impact visibility

10. SKU EXPANSIONS (When Ready) SecOps, Risk & Business Contfinuity

Why: Security incidents often cause or escalate outages - when readly,
integrate SecOps to unify security and operations response.

Security Operations (SecOps SKU)

- Major Security Incident Manogement

- Security event visibility in ops console

- Escalation paths between S5ecOps and IT Ops
- Security-to-Ops alert comrelation

Integrated Risk Management (IRM SKU)

- Proactive Risk Identification and Assessment
- Integrated Incident and Crisis Workflow
- CMDE-Integrated Service Dependency Mapping

Business Continuity Management (BCM SKU)

- Business Continuity Planning
- Business Impact Assessment
- Disaster Recovery for [T

- Scenario Analysis

After completing Phase lll you should be able to answer:

Insight Question

What % of tickets are being VA analytics
deflected by Virtual Agent?

are agents
accepting/rejecting®

accepltance

before users report?

fulfilled without human
touch?

Are knowledge gaps
closing#

Which fulfillers are most
efficient with Al assist? usage

healthy enough for agents?

What's the ROl on Al
investments so farg volume

Enabled By

Which Al recommendations Recommendation

rates

Where is DEX detecting issues DEX proactive alerts

KB gap trends

Agent perfformance + Al

Is CMDE/Knowledge Graph  Data quality metrics

Handle time, deflection,

Why It Matters for Phase Il

Baseline for autanomous
resolution

Train better Al, identify gaps

Candidates for self-healing

What requests can be aute- Request automation metrics  Expand autonomous fulfilment

Al needs good content to waork

Best practices for scaling

Agents fail with bad data

Justify Phase Il investment

il

Enabled By

Ingight Guestion

Wity Il Matters

What % of incldents are resolved with  Zero-tewch resolufion rate
zaro human touch®

Core maasure of autonomy sucoess

Why do humans stll need ta infervena® intervention reason analysks Identify gaps for furthar automation

Are Al agents improving over time® Agent learmning matrics waoldate continueus Impravement

What's the cost savings fram RO dashiboards

autananmy?

Justify Imvestrment, plan exparsion

Are there any Al govemance Al Conitrel Tower alarfs Maintain frust and complance

concems§

How hos employes expanance DEX + santiment matrics Business Impaoet of 2ero-touch
Improved?

What should we automate next? Escalation pattems Confinuaus joumey expansian

Is Al behaving os expected? Agent audit fralls Govaernance and risk managerment

accepted

Readiness Check List [Phase I1]
O Virtual Agent is live and deflecting fickets

O Omni-channel (Teams/Slack) is active

O Fulfillers are using Al skills (summarization, resolution notes)
O Recommended Actions are enabled and being

O AWA is routing work intelligently

o DEX is monitoring endpoints and engaging proactively

O Knowledge Graph is active and connected

O Self-service adoption has increased from Phase | baseline
O Al Control Tower provides visibility into Al usage

O Deflection rate baseline established

O Team is comfortable with Al-assisted work

o Data quality supports agentic Al (validated)

Readiness Check List [Phase Ill]

O Al agents are resolving incidents end-to-end

o Zero-touch rate exceeds target threshold (e.g., 50%+)
o DEX auto-healing is preventing userreported issues
O Human intervention is exception-based, not routine
O Al Control Tower provides full governance visibility
O Agent audit trails are complete and reviewable

0 Continuous improvement loop is operational

O Executive dashboards show autonomy ROI

O Knowledge base is self-improving

O Escalation protocols are well-defined and followed
O Al governance policies are enforced

O Team has shifted to oversight & exception handling
roles

Reduce Mean Time to Resolve incidents by another

247

Reduce incident volume by another

10%

Reduce volume of incidents requiring human input by

35%

Reduce volume of incidents requiring human
input by another
35%

Decrease hardware and software spend by
10% and 17%,
respectively

After completing Phase | you should be able to answer:

Insight Guestion Enabled By

‘What infrastructure do we have? Discovery

How are sarvices connached? Servica Mapping

‘What are our top alert sources? Evant Maonageament + Raporting

Why i Matters for Phase I

Can't monitor what you don't know
eutists

Understand blast radius of foilures

Pricritize monitoring invastrments

oparafions?

‘What business services are most ot Service maps + incident data
risk#

‘Where do outages originate? Cwutage analysis dashboards .Tun,;af pravention afforts
‘What's aur basaling Opearational matrics .MEEISLI'E impravament in Phase i
MTTRFMTTASMTIDE

|[1m1ich changes couse incidents?  Change-ncident camelation Improve change governance ]
Is our CMDE accurate for CMDB 380 .N{}m foils with bod data

Pricritize protection efforts

Phase Il: AUTOMATE

LEVERAGED FROM IERO TOUCH PHASE li:

— Knowledge Graph (Platform & Data Foundation)

— Al Governance Infroduction (Al Confrol Tower foundation)
— Now Assist Skills patterns [for fulfillers)

— Recommended Actions framework

— Workflow Automation patterns [Flow Designer, AWA)

LEVERAGED FROM IERO OUTAGES PHASE I

— Discovery (IP-based, Cloud)

— Service Mapping (foundation)

— Event Management (ingestion, normalization, alerts)
— Major Incident Manage t [process, playbooks)

— Change Management (ops-enhanced)

— LJOENCTON YWOTKSOO o Adone,

Complete these first or in parallel.

b =4

3 By
1. PLATFORM & DATA FOUNDATION (Intelligent) [FLATFORM] [ITOM)]
Why: Al needs connected, high-quality data. Service Graph and
lﬂnuw!edge Graph power intelligent automation across operations.

Service Graph (Enhanced) ITOM [PRO]

- Knowledge Graph integration

- Service Graph Connectors [expanded)
- Reql-fime topology updates

- Cross-domain data connections

Workflow Data Fabric ITOM [FRO]

- Operational data vectors
- Cross-workflow inteligence
- Decision context for Al agents

Data Visibility & Traceability

- Planning tool integration [e.g., Jira. SPM)
- DevOps tool integrations (coding, orchestration, testing, security)
- Cross-platform data lineage

Data Quality (Continuous) [PRO]

- Automated CMDB health monitoring
- Cl relationship validation

- Service map accuracy scoring

- Data quality dashboards

2. SERVICE MAPPING (Enhanced) [ITOM Visibility]

Why: Expand discovery to cover the full estate - cloud-native,

containers, and dynamic infrastructure require advanced discovery
erns.

Service Mapping Workspace [PRO]

- Service Mapping Plus Workspace

- Enhanced mapping capabilities

- Hybrid/cloud service map onboarding

Service Mapping - Tag Based [FRO]

- Trace services from entry points through real traffic
- Use ML to suggest downstream connections
- Tag-based service identification

Service Mapping - Top Down with ML [FRO]

- ML connection suggestions
- Recommended Actions Engine for mapping
- Pattern-based service discovery

Tag Governance

- Enforce required cloud tags across VMware/AWS/Azure/GCP

- Standardize ownership, environment, cost center, lifecycle metadata
- Enable automated remediation and confinuous compliance

- Tag policy enforcement

4. OPERATOR WORKSPACE (Enhanced) [ITSM] [ITOM]

Why: Ops Teams need a unified, intelligent workspace. Express List and

SOW enhancements fransform how operators friage, investigate, and
mediate alerts.

Service Operations Workspace (Enhanced) [FRO]

- SOW for ITOM [enhanced from Phase |)
- Unified operator console

- Cross-workflow visibility (alerts, incident{, changes] |

Express List TOM Health [PRO]

- Llive alert feed [realtime updates)

- Dynamic filtering (priority, Cl, services, tags)

- Integrated friage and remedication actionsAlert preview pane

Express List - Link View ITOM Health [FRO]

-Tag-based alert group visualization
-Shared attribute identification

- CMDEB-less mapping for RCA Alert group timeline
Integration Launchpad ITOM Health [FRO]

- External tool connections
- Cross-platform data exchange
-Simplified integration management

AlOps Dashboards ITOM Health [PRO]

- KPI monitaring
- Service health visualization
- Operational insights dashboards

5. AlOps (TELEMETRY & INTELLIGENCE) [ITOM Health] [ITOM AlOps]

Why: AlOps transforms raw data into actionable intelligence. Metrics,
logs. and telemetry feed Al that detects anomalies, predicts issues, and
reduces noise before operators see it.

Agent Client Collector (ACC-V/M) [FRO]

- Define deployment model

- Configure ACC-V hub

- Deploy collectors to infrastructure

- Enable Cl enrichment

- Validate data guality Telemetry-to-Cl mapping

Metric Intelligence (MI) ) [PRO]

- Identify telemetry owners & metrics sources

- Configure metric ingestion

- Build Ml Indicators & Baselines

- Create Ml Signals & Anomaly Detection

- Integrate Ml signals with Alerts

- Tune thresholds and reduce false positives
-Trend-based alerting Capacity prediction indicators

Health Leg Analytics (HLA) [PRO]

- Identify log sources & access methods

- Configure log ingestion pipelines

- Define log classification patterns

- Enable anomaly detection for logs

- Surface insights within the AlOps console
- Log-based alert generation

- Bror pattern recognition

- Log cormrelation with events

6. MAJOR INCIDENT MANAGEMENT (Al-Assisted) [IT5M]
Why: When outages happen, Al accelerates response. Summarization,
mendations, and auto-generated knowledge reduce MTTR.

Al-Assisted Investigation [FRO+]

- Incident Summarization

- Recommended Actions for operators
- Similar Incident suggestions

- Impact analysis automation

Al Asssisted Communications [PRO+]

- Auto-generated status updates
- Stakeholder notification suggestions
- Timeline summarization

Post Incident Review (Al-Enhanced) [PRO+]

- Post Incident Review & Knowledge Generation
- Auto-generated PIR drafts

- Root cause suggestions

- Action item exiraction

Change Planning Agent [PRO+]

- Write test plans (Al-generated)
- Implementation plans (Al-generated)
- Back-out plans (Algenerated)

Conversational Change [FRO+]

- Conversational change via agentic workflows
- Natural language change creation
- Change summarization

Advanced Change Governance [PRO+]

- Success scores, calculated risk score

- Agentic workflow assessing change data quality

- Advanced approval policies using risk and operational data
- Change-incident comelation analysis

Change Simplification & Acceleralion [FRO]

- Fit-for-purpose change via custom change models
- Shift validations left into release

8. PROBLEM MANAGEMENT (Predictive) [IT5M]
Why: Don't wait for incidents fo find problems. Al identifies patterns and
predicts issues before they cause outages.

Al-Enhanced Problem Management [PRO+]

- Problem Management [Al-assisted)
- Known Emor DB [Al-enriched)
- Root Cause Analysis suggestions (Pro+)

Predictive Problem ldentification [PRO+]
- Pattern detection across incidents

- Repeat incident clustering
- Proactive problem creation from trends

9. Al-POWERED OPERATIONS [ITOM AlOps] [ITOM Health]
Why: This is the heart of Phase Il - LEAP playbooks, Alert Assist, and
agenfic workflows automate response and reduce operator toil.

LEAP Playbooks [PRO+]

- LEAP Playbooks [automated remediation)
- Playbook builder

- Pre-bwilt operational playbooks

- Playbook execution tracking

Alert Assist [PRO+]

- Alert Assist [Al-powered fringe)
- Alert comelation and grouping
- Noise reduction automation

- Pricrity recommendations

Alert Automation [PRO+]

- No-code automation builder

- Event rules automation

- Tag-based clustering automation
- Alert management rules

Gen Al for Event Management [PRO]

- Gen Al for Event Management

- Natural language alert investigation
- Bvent summarization

- Recommended remediation actions

Agentic Workflows [PRO+]

- Agentic Workflows for operators
- Automated diagnostic routines
- Self-service remediation friggers
- BEscalation automation

10. SERVICE RELIABILITY MANAGEMENT [ITOM]
Why:SRM brings SRE discipline to operations. 5Lis, SLOs, and Error Budgets
define what "healthy” means - this is foundational for Phase il
avtonomous decisions.

SRM Foundation

Incident Response [SRE model)
Service Level Indicator (SLI) / Service Level Objective [SLO) / Error

Budget definition Service health scoring

Reliability Visibility

- Service reliability dashboards
- Error budget consumption tracking
- 5LO breach alerting

Phase lll Zero Outage Foundation

- Baseline service health metrics
- Define acceptable emror thresholds
- Establish service tier priorities

11. REPORTING & ANALYTICS (Intelligent Ops) [Platform] [ITOM]
Why: Measure Al effectiveness and operational improvement.
boards show noise reduction, MTTR gains, and automation ROL

AlOps Performance [FRO+]

- Alert noise reduction mefrics

- ML/HLA detection accuracy

- Playbook execution success rates
- False positive trends

Operational Mefrics[PRO+]

- MTIR / MTTA { MTTD frends

- Automation coverage & RO

- Service health frends [feeds SRM)
|[-_ Incident-to-change comelation ]

12. Al GOVERNANCE (Operational) [Flalform)]
Why: As Al makes operational decisions, govermnance ensures it's
accurate, compliant, and trustworthy.

Al Conirol Tower (Ops Focus) [PRO+]

- Al usage visibility [AlCps)

- Al accuracy monitoring

- Operational Al policies
AlOps Governance [FRO+]

- Alert Assist accuracy tracking
- Playbook audit frails MI/HLA model performance
- Threshold tuning govemance

13. SKU EXPANSIONS (When Ready) SecOps, Risk, Third-Party Risk and
SPM

Why: Extend inteligent operations into security and strategic planning
for enterprise-wide impact..

Secvrity Operations (SecOps SKU) [PRO]
- Security Posture Control
- Now Assist for SIR & VR

- Security-Ops alert comelation
- Unified incident response [Security + IT)

Integrated Risk Management (IRM 5KU)

- Automated Compliance Checks

- Integrated Incident and Crisis Workflow

- Regulatory Reporting for Breaches

- Continuous Resilience Monitoring and Metrics
Third-Party Risk Management {TPRM SKU)

Communications

- 3rd Party Change Management
= F

ATy KOO dUSE

Strategic Porifolio Management (SPM SKU) [PRO]
- Project Portfolio Management (Al & Enterprise Strategies)

- Resource Management
l| - Change-to-project visibility |

After completing Phase Il you should be able to answer:

Inslght Guestion Enabled By ‘Why It Matters for Phase Il
i-luw much CI|El'i‘ noise have we Alert Assist matrics .Husalina I.'u::r autonomous alert
reduced? handling

Are Al mcommendations accurate?  Recommendation acceptance rates  Trust threshold for autonomous actions

‘Which changes are highest risk# Change risk scoring Candidates for autonomous
govemance

What issuas can MIJHLA predict? Anomaly detfection accuracy Candidates for self-healing

Are playbooks resochving issues? Maybook success rates Foundation for autonomous
remediation

What's our MTTR improvement® Operational dashboards Maasura Phase B impact

Ara 5L0s being mat? 5RM doashboards Focus areas for Phasa |l prevention

wWhare do humans stil intervene mast? Automation coverage mefrics Gaps for autonomous expansion

Readiness Check List [Phase I]

O Alerts are linked to Cls

(o_Change-fo-Climpact is visible )

0 Zero Touch Phase | complete (or in pardllel)

0O Discovery is unning and populating CMDB

0 Cloud discovery active for AWS/Azure/GCP (if applicable)
0O Service maps exist for critical business services

0O Event ingestion is configured for key sources

0 Operators have unified workspace (SOW)
0O Major Incident Management process is defined
0 On-call schedules and rosters are configured

0 Operational dashboards show infrastructure health
0O Baseline metrics established (MTTR, MTTA, MTTD)
0 CMDB data quality validated for operations

Reduce # of PO/P1 incidents by

12%

Reduce Mean Time to Remediate vulnerabilities by

10%

Readiness Check List [Phase Il]

0 AlOps stack deployed (MI, HLA, ACC-V)

O Alert noise significantly reduced

0O LEAP playbooks executing successfully

0 Al-assisted MIM reducing MTTR

0 Change Planning Agent generating quality plans ]
0O Advanced change governance enforcing risk policies
0O Problem patterns being detected proactively

O Service maps accurate and ML-enhanced

0 SLIs/SLOs defined for critical services

0 Al Control Tower monitoring operational Al

0 Team comfortable with Al-assisted operations

0 Automation coverage baseline established

0 Data quality supports autonomous operations

Phase lll: AUTONOMY

LEVERAGED FROM IERO TOUCH PHASE Il

— Al Agent Studio (agents, builder, agentic activity)
— Now Assist Data Kif (custom skills)

— Al Control Tower (full governance)

— Human-Al Collaboration protocols

— Autonomous workflow patterns

LEVERAGED FROM ZERO OUTAGES PHASE II:

— AlOps stack (MI, HLA, ACC-V] - mafure and funed
— LEAP Playbooks - proven and effective

— Alert Assist - noise significantly reduced

— Express List - operators efficient

I—-Char;gegnvemmce-ﬁskmomgmahnmmemm#esau#mnmv]
on this foundafion. -

Phase |l activates autonomyv on this foundation.

1. PLATFORM & DATA FOUNDATION (Autonomous) [FLATFORM] [ITOM)
Why: Autonomous operations require real-time, connected data.
Workflow Data Fabric enables Autonomous Workers to access cross-
domain context for independent decision-making.

Workflow Data Fabric (Full) [PRO+]

- Cross-workflow data connections [full)
- Real-fime data access for agents

- Decision context enrichment

- Operational data vectors (complete)

Now Assist Data Kit [FRO+]

- Create & configure custom skills
- Ops-specific skill development
- 5kill performance funing

- Confinuous skill improvement

Kubernetes Visibility Agent [PRO+]

- Collect live workload, node, pod, and service metadata
- Map cluster to namespace to workdload relationships

- Visualize service-to-service flows

- Enable dynamic topology for TOM + Service Mapping

2. AUTONOMOUS OPERATIONS [PLATFORM] [ITOM]

Why: This is the heart of Phase Il - Al detects, decides, and acts without

waiting refﬁr humans. Self-healing resolves issues before users are
pacted.

Self-Healing Automation [PRO+]

- Proactive issue prevention

- Automated remediation actions

- Self-healing scripts & workflows

- Silent resolution [no user awareness needed when governed)

LEAP Playbooks (Autonomous Mode) [FRO+]

- Auto-execution for known pattems

- Confidence-based figgers

- No-approval remediation [within guardrails)
- Autonomous escalation decisions

Alert-to-Resolution (End-to-End) [FRO+]

- Alert — Triage — Investigate — Remediate — Close
- Full cycle without a nee for human fouch (based on govemance)
- Pottem-bosed auto-resolutionExcepfion-only escalation fo humans

Fredictive Operations [FRO+]

- AlOps-driven issue prediction

- Capacity-based preventive actions

- Anomaly-triggered remediation

- Trend-based maintenance automation

ovemance prevents self-nflicted wounds whie accelerafing safe

E2E Change Automation [FRO+]

- Automated change creation -DevOps Chang Velocity (DCV)

- Automated change approval via advanced policies (DPE & DCV)
- Risk-based auto-approval (low-risk = no human)

- Auto-scheduling within safe windows

Autonomous Release Governance [FRO+]
- Data-driven release policies

- Automated validation gates

- Auto-rollback on failure detection

- Release health scoring

MIM Automation [PRO+]

- Innovate on playbook - add Technical Resolution Steps
- Autoresolution for known incident patterns

- Autonomous bridge/war room initiation

4. SERVICE HEALTH-DRIVEN AUTOMATION [ITOM]
why: SRM moves from measurement to action. Eror budgets and SLOs
drive autonomous decisions - Al protects service health without human

- Service tier-based prioritization
- Autonomous protection actions
Service Health-Driven Decisions [FRO+]

- Health score friggers automation

- Degradation-based auto-scaling

- Predictive SLO breach prevention

- Service-aware incident priortization

Continuous Reliability [PRO+]

- Automated reliability improvements
- Pattern-based stability actions
- Self-optimizing service configurations

5. Al GOVERNANCE (Full) [FLATFORM]

Why: With Al acting autonomously, govemance is non-negotiable. Full
visibility, control, and compliance at scale ensures trust and
accountability.

Al Confrol Tower (Full) [PRO+]

- Al lifecycle management [complete)
- Enterprise Al strategy alignment

- Risk & compliance monitoring

- Al usage policies & enforcement

Agent Governance [PRO+]

- Agent permissions & boundaries
- Action audit frails [complete)

- Complionce verification

- Bias & fairness monitoring

Autonomous Operations Governance [FRC+]

- Confidence thresholds for auto-action
- Escalation rules enforcement

- Hurman overide protocols

- Autonomous nction audit & review

Confinuous Oversight [PRO+]

- "Realtime” Al perfformance monitoring
- Anomaly detection in agent behavior
- Automated govemance alerts

- Periodic Al reviews & recertification

6. SKU EXPANSIONS (Full Value) 5ecOps, Risk, BCM & SPM

Why: Extend intelligent operations into security and strategic planning
for Autonomous [T enterprise-wide impact.

Security Operations (SecOps SKU) [PRO+]

- Autonomous security incident response
- Al-driven threat remediation
- Security-Ops unified automation Auto-compliance enforcement

Integrated Risk Management (IRM SKU)

- Autonomous Compliance Checks and Remediation
- Continuous Resilience Monitoring and Metrics

Business Confinvity Management [BCM SKU)

- Business Continuity Planning in action
- Recovery of Infegroted Services

Strategic Porifolio Management (SPM SKU) [PRO+]

- Al Portfolio Strategies

- Enterprise Strategies alignment

- Autonomous investment prioritization
- Resource optimization (Al-driven)

iIDTE: If 5PM is not in scope, Digital Porifolio Management (DPM) within ITSM 3
provides lighter-weight portfolio visibility for product-centric operating
models.

Intelligent Automation [FRO+]

- Integration Hub [advanced)
- Workflow Studio (autonomous pattemns)
- Cross-platform orchestration

After completing Phase Il you should be able to answer:

Insight Question Enabled By Why It Matters

What % of alerts are auto-
resalved without human
touch®

Autonomous ops metrics Core measure of autonomy

How many outages were Predictive ops + self-healng Business value of autonomy
prevented by self-healing? logs

Are Al agents acting within Al Control Tower
govemance boundaries?

Trust and compliance

What's the auto-appraval

Change automation melrics Speed vs. risk balance
rate for changes?

How offen do humans Override fracking Calibrafion of confidence
overide Al decisions® thresholds

Are 3LOs being protected  3RM + emor budget Service health automation
autonomously® enforcement

What's the ROl on Executive dashboards Investment justification
autonomous operations?

Where do we sfill nead Escalation analysis Confinuous autonomy

human intervention? expansion

Readiness Check List [Phase lil]

O Self-healing resolving issues without human intervention
O LEAP playbooks executing autonomously for known patterns
[EI Low-risk changes auto-approved and auto-scheduled
O Error budgets enforcing change freezes automatically
0O SLO breach prevention actions triggering autonomously
O Al Control Tower providing full governance visibility

0O Agent audit trails complete and reviewable

0 Human override protocols defined and tested

o0 Confidence thresholds calibrated and monitored

0O Kubernetes/container visibility active (if applicable)

O Autonomous action ROI fracked and reported

O Team shifted to oversight & exception handling roles

39%
decrease in time to close a change

Reduce time spent responding/performing audits by

Reduce # of incidents created from alerts by

29%
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