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Speaker introduction

Name: Manoj Patel
Title: Senior Advisor
Function: Security & Risk Practice Global Practice
Company:  ServiceNow

Manoj Patel, serves as Senior Advisory Solution Consultant for ServiceNow’s Global Security and Risk BU, 
focused on solving Enterprise Risk & Cyber Security challenges. He brings a total of 20+ years of experience in 
Enterprise Service & Legal Management, Governance, Risk & Compliance & Security space.

He is a regular guest speaker at ISACA EuroCACS, ISACA CSX and Gartner conferences for GRC, GDPR & 
CyberSecurity topics. His blog posts on GDPR & Cyber Security can be found on LinkedIn. He holds an MBA 
(Finance & Marketing) from UK, M.S (Computer Science) from Germany, and B.Sc. (Physics) from India. He is 
certified as GRCP (OCEG) and in CyberSecurity (CSX).
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Speaker introduction

Name: Bernhard Reich
Title: Product Line Sales Manager, SecOps & GRC
Function: Security & Risk Practice Product Line Sales
Company:  ServiceNow

• EXPERIENCE: 22 years in IT/Software Industry in Sales and Management, 13 years in Security

• FOCUS AREAS: Systems & Security Architectures, Security Operations, Governance Risk & Compliance

• CURRENT PROJECTS: ServiceNow Security Operations & GRC

Logos shown are trademarks or registered trademarks of their respective owners and 
not ServiceNow
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Agenda

Today’s problems

Where the industry is going

What’s new in London?

Use case demos

Customer value
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Organizations have invested in a LOT of security products

Protect: Detect: Respond:

[NOT SO MUCH]
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But they’re struggling to find and stop breaches

Source: Ponemon Institute 2018

On average, it took respondents 197 days to spot a 
breach caused by a malicious attacker, and 69 days 
to contain it.
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Time lost coordinating 
patching across teams
per vulnerability

 12 DAYS

Manual processes and siloed tools delay patching
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Automating security response is the future

I PSUM SED 
sed do eiusmod tempor 

incididunt ut labore et dolore 
magna aliqua. Ut enim adsde 

minimets.

Technology 
prediction for 2018 

by Forrester

Forrester: The Top 
Technology Trends To 

Watch: 2018–2020

#3
Adoption of SOAR 
tools expected by 

2020

Gartner: Innovation Insight 
on Security Orchestration, 

Automation, and Response

15x

CSO: Our top 7 cyber 
security predictions 

for 2018

Automation of 
threat-detection 
tasks will increase 

in 2018
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Introducing ServiceNow® Security Operations
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What’s New in London?
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New User Interface for Security Incident Response

• Tile-based interface

• Configure personal view

• Easy-to-follow playbooks

• Quickly switch from 
investigation to 
containment

• Classic UI still available
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Setup Assistant for Security Incident Response and 
Vulnerability Response

• Guided implementation 
and continuing support

• User/group management

• Integration configuration

• Calculator setup

• Workflow triggers
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Vulnerability Response enhancements

Vulnerability Group Rules

Configuration item management

Remediation Target Rules

Multiple scanner and instance 
support
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Use Cases
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Where does Security Operations fit?
Detection SIEM

Threat Intelligence

CMDB

Orchestr
ation

Orchestration

Post Incident ReviewIT Connection

AutomationWorkflows

Vulnerabi
lity

Vulnerability

Logos are trademarks or registered trademarks of their respective owners and not ServiceNow

Identity
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Vulnerability
ResponseRespond to critical vulnerabilities

Use case #1

Integrate your 
vulnerability scanner

Automatically prioritize 
vulnerabilities

Automated change 
request integration 

Coordinated 
change planning

Automation confirms
vulnerability resolved

1 3 5

!

2 4

Other company names, product 
names, and logos may be trademarks 
of the respective companies with 
which they are associated.
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Remediate user-reported phishing
Use Case #2

User Forwards 
Suspicious Email

Automatically Parse 
Email Content

Utilize Threat 
Intelligence

Determine 
Response Action

Search for & 
Delete Emails

1 3 5

Review Post 
Incident Reports

!

2 4 6

Other company names, product names, and logos may be trademarks of the respective companies with which they are associated.

Security Incident
Response
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Integrate with your existing security products 

Logos are trademarks or registered trademarks of their respective owners and not ServiceNow
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Forrester Total Economic Impact™ Study
Measured value

I PSUM SED 
sed do eiusmod tempor 

incididunt ut labore et dolore 
magna aliqua. Ut enim adsde 

minimets.

faster security 
incident response

45%
faster vulnerability 

response

25%
faster vulnerability 

prioritization

60%

Source: Forrester TEI Study 2018
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Customer outcomes 

50%
Increase in 

vulnerabilities 
resolved per 

month

60% 
Reduction in 
vulnerability 

response time

50%
Reduction in 

security incident 
triage time

Logos shown are trademarks or registered trademarks of their respective owners and not ServiceNow
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Key takeaways

Get a definitive view of 
your security posture.

3

Prioritize and resolve 
security incidents and 
vulnerabilities faster.

Collaborate efficiently 
with IT.

21



Thank you


