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Speaker infroduction

Name: Manoj Patel
Title: Senior Advisor

servicenow.

Function: Security & Risk Practice Global Practice

Company: ServiceNow

Manoj Patel, serves as Senior Advisory Solution Consultant for ServiceNow's Global Security and Risk BU,
focused on solving Enterprise Risk & Cyber Security challenges. He brings a total of 20+ years of experience in
Enterprise Service & Legal Management, Governance, Risk & Compliance & Security space.

He is a regular guest speaker at ISACA EuroCACS, ISACA CSX and Gartner conferences for GRC, GDPR &
CyberSecurity topics. His blog posts on GDPR & Cyber Security can be found on LinkedIn. He holds an MBA
(Finance & Marketing) from UK, M.S (Computer Science) from Germany, and B.Sc. (Physics) from India. He is
certified as GRCP (OCEG) and in CyberSecurity (CSX).
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Speaker infroduction

Name: Bernhard Reich
Title: Product Line Sales Manager, SecOps & GRC

servicenow.

Function: Security & Risk Practice Product Line Sales

Company: ServiceNow

« EXPERIENCE: 22 years in IT/Software Industry in Sales and Management, 13 years in Security
« FOCUS AREAS: Systems & Security Architectures, Security Operations, Governance Risk & Compliance
* CURRENT PROJECTS: ServiceNow Security Operations & GRC
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Organizations have invested in a LOT of security products
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But they're struggling to find and stop breaches

Figure 24. Days to identify and contain the data breach over the past year

W 2018 W 2017
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On average, it took respondents 197 days to spot a

breach caused by a malicious attacker, and 69 days %
to contain it.

Source: Ponemon Institute 2018
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Manual processes and siloed tools delay patching

‘I 2 DAYS

Time lost coordinating
patching across feams
per vulnerability
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Automating security response is the future

#3 15x

Technology Adoption of SOAR Automation of
prediction for 2018 tools expected by threat-detection
by Forrester 2020 tasks will increase
in 2018
Forrester: The Top Gartner: Innovation Insight CSO: Our top 7 cyber
Technology Trends To on Security Orchestration, security predictions
Watch: 2018-2020 Automation, and Response for 2018
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Infroducing ServiceNow® Security Operations
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NOW ON NOW

How ServiceNow Uses Security Operations

£ € ServiceNow Security Operations integrates all our security tools into one platform, enabling
us to analyze and respond to threats faster. ,,

Chris Bedi
CIO, ServiceNow

o X $420,000

FASTER ALERT PROCESSING VIA SAVINGS IN SECURITY OPERATIONS
AUTOMATION AND DATA INTEGRATION STAFFING COSTS
HOURS SAVED ANNUALLY VIA SOC MORE CASES HANDLED PER STAFF THROUGH
AUTOMATION OPERATIONAL EFFICIENCIES
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New User Interface for Security Incident Response

Affected Users

Y User Y Email

Sean Convery

Configuration Items

Y Configuration Item

Threat Lookup Results

Observable

www.bbqdzx.com

www.bbqdzx.com

Y Active

Sean@servicenow.com true

Class Y Created

No records to display

Integration Vendor

VirusTotal - VirusTotal

VirusTotal - VirusTotal

Y Time Zone

US/Pacific

Y Created By

" Finding

Malicious

Malicious

@ Playbook

Phishing Playbook 2]
> Draft

v Analysis (3) TO DO

S$IT0010150 (1)

Is Email Phishing?

PD Piero Depaoli
Outcome: Yes

SIT0010132

Did employee submit the email
properly?

PD Piero Depaoli
Outcome: Yes

SIT0010151

In-Depth loC Analysis

PD Piero Depaol

v Contain (1)

SIT0010152

Did Others Receive Phishing Email?

now.

Tile-based interface
Configure personal view
Easy-to-follow playbooks

Quickly switch from
investigation o
containment

Classic Ul still available

© 2018 ServiceNow, Inc. All Rights Reserved. Confidential.



Setup Assistant for Security Incident Response and

Vulnerability Response

G Janene Casella ~ O\ 7 @ @

<
*] -
Setup Assistant 16%
["] The following steps help you set up Vulnerability Response for your environment, As you complete each step, click Mark as Complete to Complete
keep track of your progress.
System Administration &, System Administrator
1/2 This module covers essential user administration and installation of integration plugins
Tasks ) Vulnerability Response Users and Groups
Select your Vulnerability Response administrator(s) and users. This can be individual users or user groups
Integration Plugin Installation
Install one or more third-party integration plugins to work with Vulnerability Response
|ntegration Configuration S\ Vulnerability Administrator
0/1 In this module, configure Vulnerability Response to work with the data from the third

party applications

@ Tasks

Integrations

Guided implementation
and continuing support

User/group management
Integration configuration
Calculator setup

Workflow triggers

© 2018 ServiceNow, Inc. All Rights Reserved. Confidential.



Vulnerability Response enhancements

Multiple scanner and instance

Configuration item management
support

Vulnerability Group Rules Remediation Target Rules



ANNNNNGES 4 =S\ ]

' Use Cases

X
D
L ARNNNNN ] J

:
3



Where does Security Operations fit?

Detection
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Use case #1

Respond to critical vulnerabilities N ahoree.
Integrate your Automated change Automation confirms
vulnerability scanner request integration vulnerability resolved

@ QUALYS @ QUALYS'
RAPID RAPID
() tenable Otenable

Other company names, product
e e e 1 Automatically prioritize Coordinated
which they are associated. vulnerabilities change planning

© 2018 ServiceNow, Inc. All Rights Reserved. Confidential.
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Use Case #2

Remediate user-reported phishing e
User Forwards Utilize Threat Search for &
Suspicious Email Intelligence Delete Emails
)
8 paloalio
P2 1oTaL @8 Exchange
@ TANIUM®
S
Automatically Parse Determine Review Post
Email Content Response Action Incident Reports
now 21 © 2018 ServiceNow, Inc. All Rights Reserved. Confidential.
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Integrate with your existing security products
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Measured value

Forrester Total Economic Impact™ Study

45% 25%

faster security
incident response

faster vulnerability
response

Source: Forrester TEI Study 2018
NOW. 2

60%

faster vulnerability
prioritization
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Customer outcomes

607

Reduction in
vulnerability
response time

AMPY.
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50%

Increase in
vulnerabilities
resolved per
month
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Key takeaways

Prioritize and resolve Collaborate efficiently Get a definitive view of
security incidents and with IT. your security posture.
vulnerabilities faster.

n w 25 © 2018 ServiceNow. , Inc. All Rights Reserve d. Confidential.



v '

Thank you




